Shared PC environments benefit
through significantly tightened
security, increased productivity
and compliance adherence.

IT administrators benefit through
reduced help desk calls, fast
deployment and use of existing
Active Directory infrastructure.

Shared PC users benefit from
quick access and the convenience
of not having to remember or
manage multiple passwords.

DigitalPersona Pro Kiosk
Delivers:

Secure and rapid logon to
Windows, programs and
Web sites on shared PCs.

An alternative to passwords,
tokens, and smart cards.

Single sign-on without
plug-ins or development for
each application.

Powerful, centrally-
managed authentication
solution.

Use of Windows Active
Directory for policies, man-
agement and deployment.

DigitalPersona Pro Kiosk

for Active Directory*

Fingerprint-Based Authentication for Windows® Networks

The Secure Access Dilemma

Environments such as hospitals, retail point
of sale terminals, and manufacturing lines
today require increased security and conve-
nience where computers running Microsoft
Windows® are shared among many users.

These are fast-paced environments where:

* Users need quick access to multiple PCs
and programs

» Tracking who accessed which computer,
and when, for regulations compliance is
required

And users sharing passwords, writing

them down or utilizing the same pass-

word for multiple programs, or simply

leaving without logging off shared PCs

easily compromises security.

The result is that password-based environ-
ments remain one of the weakest links and
the biggest risks in the security chain for
organizations and IT staff.

DigitalPersona Pro Kiosk

Extending the DigitalPersona Pro product
line to shared PCs, DigitalPersona Pro Kiosk
revolutionizes secure access by delivering
security with convenience through the use
of fingerprints.

Unlike passwords, smart cards, and tokens,
fingerprints provide an unambiguous iden-
tifier of each person - one that cannot be
lost or utilized by others. Fingerprints also
provide a means of user-unique audit trails
for use in meeting compliance require-
ments.

The speed of switching between users on
shared PCs is significantly increased by
eliminating the need to log on and off.

DigitalPersona Pro Kiosk uses
DigitalPersona Pro Server to deliver a
Windows-based client-server solution that
provides:

« Secure access to shared PCs

* Rapid switching between users and rapid
access to programs

* Seamless fit into existing workflows

« Single sign-on to Windows, programs and
Web pages

Ease and Cost of Deployment
DigitalPersona Pro Kiosk easily and
inexpensively integrates into Microsoft
Windows networks by leveraging

the existing Windows infrastructure.
DigitalPersona Pro Server installs on
Windows domain controllers and then
uses Windows Active Directory to:

- Store user authentication data
« Set access policies

* Provide application and policy
management

* Provide load balancing and failover

« Centralize management of Kiosk environ-
ment

Doing so reduces, or eliminates, the need to:

* Duplicate user data
* Learn new management applications
* Replicate network-wide policies

Immediate Return on Investment

Shared PC environments of any size requir-
ing access to sensitive, valuable informa-
tion realize immediate benefits from
DigitalPersona Pro Kiosk by:

* Increasing shared PC user productivity

« Leveraging existing IT infrastructure

« Simplifying compliance adherence

As a result, shared PCs and their manage-
ment become greatly simplified creating a
convenient and more secure environment
for both users and administrators.

Compliance

DigitalPersona Pro Kiosk solves a challenge
of compliance in a multi-user environment
by providing comprehensive audit trails for
each user. Log information is stored in the
Windows Event Log. Reports can be gener-
ated to assist with compliance regulations
for:

+FDA 21 CFR Part 11

« HIPAA

« JCAHO

* NERC

« Sarbanes-Oxley

digitalPersona.






